


Byggebranchen er i
stigende grad
digitaliseret med
BIM-modeller, IoT-
sensorer og cloud-
baserede
samarbejdsplatforme.

Det betyder:

Midlertidige netvaerk pa

Ofte uden steerk segmentering, hvilket gar der?;

byggepladser: sarbare.

Entreprengarer, radgivere og leverandgrer med
Mange aktgrer og forskellige sikkerhedsniveauer skaber en
systemer

kompleks angrebsflade

Lovkrav som NIS2

Byggeriet bliver omfattet af EU’s krav til kritisk
infrastruktur, hvilket betyder dokumenteret
risikostyring og incident response.

Hgj afheengighed af
tredjepartsleverandgrer

Underleverandgrer har ofte lavere
sikkerhedsniveau, hvilket ggr dem til svage led i
vaerdikaeden

Lav awareness hos
medarbejdere

Mange i branchen har begraenset viden om
cybertrusler, hvilket ggr phishing og social
engineering til en stor risiko.

Hvem er det reelt der
arbejder pa pladsen?

Danmark oplever en stigende grad ad spionage i
alle brancher - ogsa i byggebrancen



Udfordring
Midlertidige netveerk er ofte sat op hurtigt uden
steerk segmentering eller sikkerhedspolitikker.

Risiko
Angribere kan udnytte abne Wi-Fi eller svage
adgangskoder til at fa adgang til projektdata

Lasning

Brug VPN, segmentering og Zero Trust-principper
for at sikre netvaerket
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Udfordring

Entreprengrer, radgivere og leverandgrer arbejder
pa forskellige platforme med varierende
sikkernedsniveau.

Risiko
En kompromitteret aktar kan blive indgang til hele
projektets data.

Lasning

Implementér feelles sikkerhedsstandarder og krav til
leverandgrer (fx NIS2 og ISO27001)

pwc
Deloitte
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Udfordring

Byggeriet bliver omfattet af EU’s NIS2-direktiv, som
kraever dokumenteret risikostyring og incident
response.

Risiko
Manglende compliance kan fgre til bader og tab af
kontrakter.

Lasning

Etabler governance, beredskabsplaner og
regelmaessige audits.

pwc
Deloitte
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Hoj athaengighed

V : af
tredjepartslevera

ndorer




Udfordring
Gammel dokumentation.

Risiko
AEndringer eller system arv fra udfarsel il
virkelighed

Lasning

Kontroller ved test at sikkerhedskrav opretholdes
labende ved at stikprgve teste

NI




NIS2 Directive Readiness Checklist for
Executives

Governance and Management
CWOrrAEL 3

| eri tha dmicutivi beem ard boand of dnectons cwers of the NISE dinective and s implicotions for the orgenisatian?
Heei reshisi end risgeoesibiitios for cybarsmcurity complioncs Baan chiordy cadigred?

| Do i B @ el eybariseurity policy thet cliges with NISE requinemest i}
A rishe menogement procedunes and policies reviewed regulark®
I eplbrirnirity inbagnotied i the avenall busieeis stretegy?

A comphenoe et wpperied by ificiert rmasunse e budget?

Risk Managemeant
R samant, Supgly chain
Heawvi wa condusted o comprahariive cybariseurity ik aidmant in the lat 12 meetha?
A tha ekl priontined ond mipotion mecsunis in ploce?
[ho wei harwis @ procuss o casa s oy barsecun by rides ocroda cur supply chan?
Arw suppher s requined 10 odbene 1o cybarsecunity ftandarndi?

Flan, incident Reporting

Dy it e 20 insadant respords phor that reets NS regquiremeees?
I tha plan regularky terted and usdated ¥

| i chiser procadunes in ploce for ripscrting sigrifican incidents b the rebirrent autharities within 24 Bour?
Dias i B &2 Erriscoicich 16 rkiicich EyEsrisbcurity riskd Sereas dur supply chain?

Security Measures
Are approprote chmical meoeemes im ploca, susk as frewalli, ercrpbon, and endpant protecten?
b thare a reguksr vulrerobility scoening and panetretion turting procim®
Arw e in ploca b ensus confidentiality, integrity, and avaiebiity of ertical dara?
b s 1o wersitive date esincted 1= osthorived persorral enby?

Training and Awarenass
[2 Traim training
D we prcwvichs regulr eybariscurity awanarics teaising bo el emplaye?
Arw spusindived trinivg sesinn Fakd for [T ond seeurity beema?
Horvm emmrutivas russivesd spseifi irainieg on MISE somplioree ond thr mepenedsita®
b s 1o wersitive date esincted 1= osthorived persorral enby?

IMPLEMENT Simiple & Effactive

CONSULTING GROUP_ Security Awareness

NIS2 Directive Readiness Checklist for
Executives

onitoring and Reporting

1 there & aystem for comtinussas moritors
A we ctsing intelbgenc- shoring sictfarm 10 stay updated on emegiog trwats?

A ki performance edicaton KPR i place 10 Meakurs the effectivemess of cybisecurty contraa?
Ave g ntureed o axternal audits conducted 10 enare compionce with NISZ!

Avw sepports guearsted and reviewed by the ascutive tecm?

Legal and Regulatory Compliance
1 there  repasitory of a decumentation required for NISZ compianca fa.3. pafeies, incder reorts, it ogal?
Arn thess documerts revawed ond upcated reguiarty?

v wu octivady engageg seth rebeant natoeal ond EU uthor e regarding comsiianes rugarmenta

Scoring

Count the total number of Yes'and Ne' arawers:

o Fully Complent: All merma chacked.

+ Prtaly Compcnt: Maority of it chacked: gaps dertifec.

+ Nan Camplant: Sgrificart gaps in recdiness.

Action Plon

+ Priritse cedressing oreas mrkad No' i the chackist.

+ Auvr oararip o desdine for coa each aap.

+ Schecuie regulor reviews 12 ansure cngaing

Thia chackliat ravides cn initict self-csemsmant. For s datcsied evohustion, consut with legal and cybersecusity profesicnsts

Simple & Effe
IMPLEMENT 200,

CONSULTING GROUP_

ompliance
krav testes



Risikobaseret nano-leering til medarbejdere

Lessons delivered ®

Invited employees

156

Employee list sync @O

Active

Completion rate ©® Send reminders Attendance @

44% of assigned training has been completed 90 employees logged in out of 156

L | 44/100 S 90/156

Training progress
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@ Employees loggedin ) Cument score @ Overall score

Lav awareness

hos

medarbejdere



Hvem er dgt reelot
der arbejder pa
Bl pladsen?



Thank you.

Anders Balslev

Partner, Implement Consulting Group /
.the Tech Collective

TIf.: +45 52 21 53 55
E-mail: anev@thetechcollective.eu




	Slide 1: Sikre digitale samarbejder i byggeriet
	Slide 2: Byggebranchen er i stigende grad digitaliseret med BIM-modeller, IoT-sensorer og cloud-baserede samarbejdsplatforme. Det betyder:
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11

