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Who am |

Anders Balslev

Partner, Cyber Tech Services / .the tech collective @ Implement
SME, Cyber and Cultural Awareness
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Implement since June 2025

PwC, 6 years as Director & business advisor
Deloitte, 5 years as Director & business advisor
Outpost 24, 4 years as Country Director Nordics & Baltics

Defense, 10 years

“Culture is what people do when no one is
watching. Awareness training helps turn
values into everyday actions.”




Who we are

A unified and strong collaborative offering between The Tech Collective and Implement Consulting Group

We are a collective of technologists,
developers, testers and engineers
with a passion for using technology
and digital solutions to drive
meaningful outcomes for people.

.the tech collective

powered by Implement

We have organized ourselves in
companies of specific subject matter
expertise. The Company serving
Freightliner is the “Cyber Tech
Service A/S”, a part of The Tech
Collective. The company have
become a market and community
leader in its specialized domain
focusing on implementation and
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Together, we are a one-stop shop that offers expertise spanning all the needs of
the suite of work packages — from technical implementation to legal advisory and
management consulting.
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We are a collective of subject matter
experts with strong analytical
competencies. And we care just as
much about the soft skills as we do
about the hard skills.

We have a deep commitment to
bringing our expertise into play in a
way that engages other people through
best-practice but also creative ways.
We call it change with impact. Every
project introduces a change into an
organisation, therefore everything we
do is grounded in change management
practices. And we tailor the team size
and engagement methods to your
exact needs for maximum flexibility.

Our SOC and IR
credentials by sector

)_(/" Pharmaceuticals

Cost effective

Cyber technicians
with deep, operational
Microsoft capabilities
across Entra,
Sentinel, M365 and
Defender

No salespeople
Known to be unknown

High quality deliverables

@ D ==

Cyber advisors with
demonstrated domain
knowledge within
compliance, privacy
and information
security

Security leaders with
CISO and top-
leadership experience
from large
cooperations

ICS/OT security
professionals across
both technical and
advisory domains
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and forensic experts A
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Creating a shared language for Culture

Elaboration: What is Culture?

Culture in an organization is not just values printed on a poster; it is the sum of:

« Actions

* Habits

«  Norms N % N
« Decisions

That people make in their everyday work. It doesn’t matter what they do,
desk job, construction site, operating heavy machinery

It's what we do, say, reward, and avoid.
Culture is both invisible and tangible:

Invisible: It lives in assumptions, expectations, and atmospheres for example, how safe we feel about speaking up.
Tangible: It shows up in meetings, emails, onboarding processes, how we handle mistakes, and how we celebrate success.



Example: Cyber Culture in Practice B

Imagine two organizations with the same security policy, but with
very different cultures:

T
(Qi?} oy Organization A — “Compliance Culture”
! ! / Employees complete awareness training because they have fo.
[ ! /
! I /

Mistakes are rarely reported, people fear consequences.
Security is seen as IT’s responsibility.

o Organization B — “Security Culture”

Awareness training is tailored and relevant, people share tips
and experiences.

Mistakes are seen as learning opportunities, shared openly and
used to improve.

Security is everyone’s responsibility, including marketing and
sales.




Risk equals the need of training... Cyber as an example...
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Compared to others.

18
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by threat actors
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The why..

Kilde: Microsoft

Source: Microsoft Incident Response

Identified motivations in Microsoft IR engagements

%

A. Data theft 37

I B. Extortion 33
C. Destruction/human-operated ransomware 19

l D. Infrastructure building 7.
E. Espionage 4
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Why do we need to do cultural training
and development

Daily malicic

Ransomware ~

Ransomware remains a critical cybersecurity concern.
Microsoft observed a 2.75x year-over-year increase
in human-operated ransomware-linked encounters,
where at least one device in a network was targeted.
Although these encounters have risen, the
percentage of organizations that are ultimately
ransomed (reaching the encryption stage) has
decreased more than threefold over the past two
years.

In the realm of social engineering, Al can automate
phishing campaigns, generate deepfakes, and
craft highly convincing fraudulent messages.
Defenders must counter this Al augmentation by
fostering a strong cybersecurity culture, training
users to recognize manipulation tactics, and
implementing authenticated communication
channels. Al-driven detection systems that flag
anomalies in communication patterns or identify
deeptake content in real time can also serve as
critical safeguards.

Cyberattack augmentation refers to the use of Al

to enhance traditional cyberattacks. The chart on the

e el Bl

Foster a vigilant culture. Employees are often the
first to motice unusual behavior in a peer. Create a
culture where reporting a concem i encouraged
and rewarded.

-

Kilde: Microsoft

right highlights the primary areas of augmentation
most of which are based in the automation of
previously time-intensive activities.

Defenders must counter Al augmentation by
fostering a strong cybersecurity culture, training
users to recognize manipulation tactics, and
implementing authenticated communication
channels. Al-driven detection systems that flag




Why do we need to do cultural training and development - Continued .

Virksomhederne anser i ar organiserede kriminelle for en sterre trussel end tidligere, nar det kommer til cyber- og informations-
sikkerhed. Saledes svarer hele 78 % af respondenterne, at organiserede kriminelle er blandt de starste trusler mod deres virk-
somhed. Samtidig er truslen fra ansattes/insideres ubevidste handlinger aftaget i forhold til de seneste ar.

Sporgemal: Hvad udger de sterste trusler for din virksomhed i relation til cyber- og informationssikkerhed?

Organizerade kriminalle ?B %

Sporgsmal: Hvad er din virksomheds hojst prioriterede
investeringer inden for it-sikkerhed de naeste 12 maneder?

4 %

Anzattes/Insideras ubavidste handlinger 5

- Metodeforankring, fx IS CIS 18 eller NIST 41 % h
1% w
30% ww
27% ws
25%
24% law
28% ew
23% aw
20% =
20% aw
17% [
16% ww
14% [*=
13% =

2024
Operational technology (OT), fx sikkerhed inden for PLC, SCADA og loT 10 % P B Andring fra 2023 i %
ndring fra i

Da mange rye sl Awareness-traening  topper virksomhedernes liste

blockchain og cloud) over prioriterede investeringer. | Arets undersegelse

har man som noget nyt kunnet vaelge beredskab, og ® Fakta
denne kategori gar direkte ind pé en delt andenplads
over de mest prioriterede investeringer. P& en delt an-

denplads finder vi ogsa metodeforankring, som gér fra Cybertrusler er ikke lasngere begrasnset til hackere.

23 % 12023 il 41 % i 2024. Det skyldes bl.a., at flere Trusleme kan opsté intermt i organisationen p& grund

/Reguiativer wrlcsmhe_-derl stigende grad Iaer_ler sig op ad 4:!werse af medarbejdernes ubevidste handlinger, fx ved at en

; metoder til at strukturere deres sikkerhedsarbejde for . . o . .

) L medarbejder klikker pa et link i en phishingmail eller
at imedekomme kravene fra ny lovgivning, fx NIS 2 kommer til at dele felsomme oplysninger med uautori-
og DORA. serede personer. Medarbejdernes ubevidste/utilsigteds
handlinger reprassenterer en signifikant trussel, hvorfor
menneskelige risici ber priorteres hejt pa sikkerheds-
agendaen, da selv den bedste teknologiske sikkerhed
kan blive undermineret af menneskelige fgjl.

sondataforordnings

fakes og misbrug af
o)

bevidste handlinger

Terroristear

Kilde: PwC
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The Challenge
of Human Risk
Management

Human risk is often overlooked as a part of
an organization’s cybersecurity.

That means the focus is all on the technical
solutions but not on the employees. Often the
IT department are left with the task of HRM and
will increase the workload of an IT department,
without increasing the actual awareness.

The fix needs to be located where the risk
are located.

Would you publish this post?
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Nano Learning concept

Short and precise Focused content On Demand Interactive or passive
A learning will typically One idea, One subject, Digital and available Video, Quiz, infographics, micro learnings
be 2-4 minutes One skill per session when the users needs it or interactive / passive visuals in your

everyday environment

Human learning optimization
Optimal
training
Time area
Short trainings are ensuring high motivation, and a high learning
ability as a human. Often content outside the area of interest,

will equals a fast drop in motivation already after 90 seconds.

Visuals

As a human, seeing visuals, not only allows our brain, to
remember in a more optimized way, it actually makes situations
more recognizable when incidents accrue in real life scenarios.

Growth-oriented

Audio
Audios supports emotions in humans, contributing to a higher
learning ability gives a higher angering of the training. 0 45 90 135 180  Time in seconds




Maximize the outcome of the training

Level of awareness

A normal standard training method in most
organizations
High risk-periods
= £ c £
S S (S S
o o o o
49} 49} ™ ™
1O 1O 1O 0O
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Des

(1-2 hrs. of training)

Level of awareness

The nano learning concept

. Mutifactor Privacy links
Working authentication Phishing
from home Phishing Phishing
. .« o Ransomware
Phishing Anti br|berjy Al and Company Home wi-fi attack
and corruption sensitive data credit cards
g = & g s
p & & . & . .~ < S
“

Dropwise nano learning ensures continues high security awareness

1-2 videos per month

Jan

Feb Mar Apr May Jun Jul Aug Sep Oct Nov
(24-36 min. of training)

Des
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Scores per threat area

Developers (64) C Level (6) Maorketing (24) HR department (5)
() L L
Phishing
Remote work KEY behaViQrﬁ
m
Sensitive data Would report phishing attack attempt - 24 H u m a n rl s k
Passwords Handles suspicious emails with caution - 39 as s e s s m e n t
Able to identify Phishing emails - 78
Ransomware
7 minutes delivered
over 2 weeks " ‘o Resilience score
FINANCE DEPARTMENT HR
Phishing '
y Sensitive data N 2 @ —_—
Score m i B
s Passwords i ‘ . . @
Attendance o . : — . e "
i Physical security = oEoE
! - n -
Schedule 3/4 delivered " Flexible working A . C) —_—
- - L
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—> Training method

[
1S027001
Scores per threat area
Developers (64) C Level (6) Marketing (24)
Phishing
Remote work Key behaviors
Sensitive data Would report phishing attack attempt - 24
Passwords Handles suspicious emails with caution -3 PCI DSS

Able to identify Phishing emails - 78

Smart recommendations

Recommended 8-week training includes 16 lessons, and enhances your employee's knowledge in 3 threat areas
Phishing

and 5 key behaviours.

Delivery scams Romance scams - Social... Extortion emails Spear phishing Il

See oll
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General Reporting B

Threat areas

Data leakage Password handling ’ 0 Physical security

General Internet Security

In Training

Key behaviors

General overview 1 Able to identify phishing emails Handles suspicious emails with caution

Q

6 5 85% 90%

Resilience score Attendance score Completion rate

Threat areas

Dashboards allows easy visibility and actions to ensure overview and Interactive and real-life situations based on a No blame —
outlines the progress an organization reaches. All results can be extracted No shame methodology
via PDF, open API, integrations and CSV. files to support data workflows for

optimal output. Certificate for employees are issued upon completion.
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