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Hacking af udstyr og installationer
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Access og ID Management

MIT ID

@ Log ind med Apple-konto

Glemt Apple-konto eller adgangskode?

Opret ny Apple-konto

Et Apple-konto er de loginoplysninger, du bruger til
naesten alt, hvad du ger med Apple

ID mgt

VPN
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KRYPTERING OG NETVAR

Biometriske metoder til brugeridentifikation
Tests af it-sikkerhed m 2019

Risikoanalyse

VPN (virtuelt privat netverk) |
|

m 2022

Kryptering af data, filer eller e-mails

Mindst to godkendelsesmekanismer

Lagring af logfiler

It-sikkerhedsovervagningssystem  E——E—
Adgangskontrol til virksomhedens netvaerk | —— T
Staerke adgangskoder il autentificering T

Backup til en alternativ placering
S —

Systematisk opdatering af software
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® @ - 612ERGOWAVE®R x | [I Fizik Antares Adapt X | G peterboolsen-Go. X M Experienced digitiz

Cc 25 molio.dk/nyheder-og-viden/netvaerk/buildingsmart-danmark/nyheder/experienced-di... ¥
@buw\c‘ NgSMART.

Experienced digitization expert joins
buildingSMART Denmark

One of Denmark's most experienced digitization experts will lift buildingSMART
Denmark's operations and update Molio's ICT tools.

10. marts 2022 af Pawel Antoni Lange

Peter Bo Olsen, 59, has joined Molio as a standardization specialist. His job will be to facilitate

international cooperation in buildingSMART, develop the Danish buildingSMART network and

disseminate the inherent value of buildingSMART tools.
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Sikker virksomhed, produkt og adfaerd

bliver en konkurrenceparameter...

Har jeres virksomhed inden for det seneste ar vaeret udsat for .
. . Har I inden for det seneste ar vaeret ramt af et succesfuldt
CEO fraud, dvs. hvor en person udgiver sig for at veere en N . gt
ledende medarbejder og fx beder en gkonomimedarbejder om Ll el [ b L e e Ll sl
at gennemfgre en pengeoverfagrsel?
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Med ny teknologi kommer nye risici...

Den Europiske Unions DA
Tidende L-udgaven
2024/1689 12.7.2024

EUROPA-PARLAMENTETS OG RADETS FORORDNING (EU) 2024/1689
af 13. juni 2024

om harmoniserede regler for kunstig intelligens og om @ndring af forordning (EF) nr. 300/2008, (EU) nr. 167/2013, (EU)
nr. 168/2013, (EU) 2018/858, (EU) 2018/1139 og (EU) 2019/2144 samt direktiv 2014/90/EU, (EU) 2016/797 og (EU) 2020/1828
(forordningen om kunstig intelligens)
(EOS-relevant tekst)
EUROPA-PARLAMENTET OG RADET FOR DEN EUROPZISKE UNION HAR —
under henvisning til traktaten om Den Europziske Unions funktionsméde, swrlig artikel 16 og 114,
under henvisning til forslag fra Europa-Kommissionen,

efter fremsendelse af udkast til lovgivningsmaessig retsakt til de nationale parlamenter,
under henvisning til udtalelse fra Det Europaiske @konomiske og Sociale Udvalg ('),
under henvisning til udtalelse fra Den Europaiske Centralbank (%),

under henvisning til udtalelse fra Regionsudvalget (*),

efter den almindelige lovgivningsprocedure (*), og
ud fra felgende betragtninger:

(1) Formélet med denne forordning er at forbedre det indre markeds funktion ved at fastlegge ensartede retlige rammer, navnlig for
udvikling, omsatning, ibrugtagning og anvendelse af kunstig intelligens-systemer (» Al-systemer«) i Unionen i overensstemmelse
med Unionens veardier, at fremme udbredelsen af menneskecentreret og trovaerdig kunstig intelligens (»Al«), samtidig med at der
sikres et hajt beskyttelsesniveau for sundhed, sikkerhed og grundlaggende rettigheder som nedfeldet i Den Europaiske Unions
charter om grundleggende rettigheder (»chartret«), herunder demokrati, retsstatsprincippet og miljebeskyttelse, at beskytte mod
skadelige virkninger af Al-systemer i Unionen og at stette innovation. Denne forordning sikrer fri bevaegelighed for Al-baserede
varer og tjenesteydelser og forhindrer sdledes medlemsstaterne i at indfere restriktioner for udvikling, markedsforing og
anvendelse af Al-systemer, medmindre det udtrykkeligt er tilladt i henhold til denne forordning.

(2) Denne forordning ber anvendes i overensstemmelse med Unionens vardier som nedfzldet i chartret, der letter beskyttelsen af
fysiske personer, virksomheder, demokrati, retsstatsprincippet og miljabeskyttelse, samtidig med at innovation og beskeftigelse
fremmes, og Unionen gores ferende inden for udbredelsen af trovaerdig AL

(3) Al-systemer kan nemt idrifts@ttes i en lang rakke sektorer af @konomien og i mange dele af samfundet, herunder pé tvers af

s miis o lrees svcmrnndt v dasmerandas 2 bhala T Tt maman Viaona svadlams sctatar hasr allarada 1 davam ot vy Aot e svvisle ot at sremdde cve

Four-point summary

The Al Act classifies Al according to its risk:

« Unacceptable risk is prohibited (e.g. social scoring systems and manipulative Al).

» Most of the text addresses high-risk Al systems, which are regulated.

« A smaller section handles limited risk Al systems, subject to lighter transparency obligations:
developers and deployers must ensure that end-users are aware that they are interacting with Al
(chatbots and deepfakes).

« Minimal risk is unregulated (including the majority of Al applications currently available on the EU
single market, such as Al enabled video games and spam filters — at least in 2021; this is changing
with generative Al).

The majority of obligations fall on providers (developers) of high-risk Al
systems.

« Those that intend to place on the market or put into service high-risk Al systems in the EU,
regardless of whether they are based in the EU or a third country.
« And also third country providers where the high risk Al system’s output is used in the EU.

Deployers are natural or legal persons that deploy an Al system in a
professional capacity, not affected end-users.

« Deployers of high-risk Al systems have some obligations, though less than providers
(developers).

« This applies to deployers located in the EU, and third country users where the Al system’s output
is used in the EU.

General purpose Al (GPAI):

« All GPAI model providers must provide technical documentation, instructions for use, comply with
the Copyright Directive, and publish a summary about the content used for training.

» Free and open licence GPAI model providers only need to comply with copyright and publish the
training data summary, unless they present a systemic risk.

« All providers of GPAI models that present a systemic risk — open or closed — must also conduct
model evaluations, adversarial testing, track and report serious incidents and ensure
cybersecurity protections.

B



Bruge branchen industri 4.0 tech?

Byggeriets
Modenhedsmaling

Dot granne fokus ider g fost,
-l!l"lﬂ-t: -

A7%"
Projektplatform og dokumentstyring s 58%

LCA veerktgjer 53%
BIM - 53%
Al (kunstig intelligens) v 38%
Simulerings- og analysevaerktgjer (fx til lys, indeklima eller lyd) 32%
Digital registrering (fx droner, laserscan eller point clouds) 32%
El dreven materiel 23%
LCC veerktojer 22%
Computational BIM (fx Grasshopper eller Dynamo) 21%
Data analytics 20%
Praefabrikation 19%
loT sensorer 14%
Robotter og 3D print 1%
VR/AR 10%

Robotic Process Automation 6% E I'D | a b

Blockchain 4%
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Evil tech

Al in Hacking
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Al agenter og automatisering

eve A Build a Digital Twin for X 3 Inception Program for X | [B Boulebar - Petanque: X | () RamRisk: Analysérog X | [8] Aconex X | G aiassistentexampls - X @ Agents-OpenAlAPI X+ v
€« C % platform.openai.com/docs/guides/agents
OpenAl Platform Docs AP reference
s 2
® K Restaurantregning pa tree... >

9. aug., 14.51

Agents - Overview

Learn how to build agents with the OpenAl API. Mode

Agents represent systems that intelligently accomplish tasks, ranging from executing simple
workflows to pursuing complex, open-ended objectives.

OpenAl provides a rich set of composable primitives that enable you to build agents. This guide
walks through those primitives, and how they come together to form a robust agentic platform.

Evals Overview

BUILT-IN TOOLS Building agents involves assembling components across several domains—such as models, tools,
Using built-in tools knowledge and memory, audio and speech, guardrails, and orchestration—and OpenAl provides
composable primitives for each.

File search DOMAIN DESCRIPTION OPENAI PRIMITIVES

Comput

3 Core intelligence capable of reasoning, making , 03-mini, GPT-4.5, GPT-4¢
decisions, and processing different modalities.

AGENTS
Interface to the world, interact with environment,
Building agents function calling, built-in tools, etc. e search, "
al - F
Temp\afy o x [foresFieseart
feir We use cookies and simj

maintain, improve our g

B Content Al Assistant e oo

The Advantages of Al in the Enterprise Office | Accept all o et Opend]

Btion, Instruct these purposes. Click 'R
. by except those that are st
5 . - . Al Assistant
In today's rapidly changing business landscape, Artificial Intelligence (Al) has emerged as a Select text and dt . L Manage Cookies' to picl
elect text and choose a promp! ISDK N
with or to change your
transformative force, reshaping the way enterprises operate. One of the most significant advantages of template fions, Fine-tuning Gty
Alin the workplace is its ability to automate routine tasks. From scheduling meetings to managing B p, voice support - ejoctall i Accepta)
fq n q a a q = Ints SDK

emails, Al-driven tools like virtual assistants and chatbots can handle repetitive tasks with efficiency and | &
precision. This automation not only reduces the workload for employees but also minimizes the margin r
for human error, ensuring that tasks are completed accurately and on time. Furthermore, by taking 4 4
over mundane activities, Al allows employees to focus on more complex and creative aspects of their

Free Prompt Unify Translate
roles, enhancing overall productivity and job satisfaction.
Al's capacity for data analysis is another key benefit for enterprise office work. In an age where data is
abundant and constantly flowing, Al systems can process and analyze vast amounts of information at + = —J
unprecedented speeds. This capability enables businesses to gain valuable insights and make data- N O

Summarize Rephrase Improve Rediger Veelg Gem
driven decisions with greater confidence. For example, Al can identify patterns and trends in customer
behavior, financial transactions, and operational processes, providing actionable intelligence that can -

=
drive strategic planning and competitive advantage. In addition, Al-powered analytics tools can offer
real-time reporting and predictive modeling, helping organizations anticipate future challenges and Elaborate Annual Tallored
opportunities with greater accuracy. Report Experience
Collaboration and communication within enterprise offices also stand to gain from Al integration. Al-
driven platforms can streamline communication channels, making it easier for teams to collaborate, Q ’ ?
share information, and coordinate projects. Tools such as Al-powered project management software
Security Storytelling Industry

can track progress, allocate resources, and provide updates in real time, ensuring that all team Question Expertise

memhers are on the same nase. Additionally. Al can enhance virtiial meetinegs by nrovidines featiires
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Samarbejde (krav til) veerdikaeden

* Regulativer & standarder Overholdelse af
NIS 2, CRA, GDPR, ISO 27001 Cybersikkerhedstjekliste_til_leverand_rer

. .. o Tjekpunkt Status (v/X) Kommentarer
* Slkke rhEdSpOhtlk DOku me nte red e IT- Ojverholder leverandaren NIS 2-direktivet?
S | k ke r h ed S p roce d u re r- & b e re d S ka bs p I a n e r- Har leverandgren en ISO 27001 -certificering eller lignende?
Er der en dokumenteret cybersikkerhedspolitik?
° Softwa re & system er O p d ate re d e Har leveranderen en incident response-plan pa plads?
. . Anvender leveranderen Multi-Factor Authentication (MFA) for systemadgang?
SySte m e r, M FA, S I k ke r C | O u d = I ¢S n I n g Er software og firmware opdateret regelmzaessigt?
. Er der en klar politik for adgangskontrol og datahandtering?
e Leve ra nd¢ rko nt ro I S I k ke r h ed Sa fta I e r, Er cloud-lgsninger og netvaerksforbindelser krypterede?
penetrationstests, incident response-plan Do e e e e
ar leverandaren en logning- og overvagningsmekanisme for sikkerhedshzendelser?
S Ad ga ngs ko nt ro I Ze ro Tru St, kry pte re d e :r Ide.-r en :rocessffor at-rapiort:re ::kk:rhe:sb::iind«:n for 24 timer?
r leverandgrens forsyningskaede sikret mod cybertrusler?
fO rb I n d e I Se r, V P N ) beg r& n S et a d ga n g Gennemfgres der regelmaessige phishing-tests og traening af medarbejdere?

Er alle loT-enheder og byggepladsens smarte systemer beskyttet?

® Tr& n in g & awa ren ESS P h iS h i ng' Har leveranderen en tredjeparts sikkerhedsaudit mindst én gang arligt?
simuleringer, medarbejdertraening

e Overvagning & audits Logning, SIEM,
regelmaessige sikkerhedsinspektioner
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1 FIGURE B | Current risk landscape
*Please select up to five risks that you believe are most likely to present a matenial crisis on a global scale in 2024.*
E Risk categories
: I Economic
| Environmental
Th Gl b I R. | Geopolitical 66% 53% 46% 42% 39%
e 0 a I - I Societal
¢ R H 2024 ‘ I Technological
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.~ 1 gth ‘Ed '-t' 3 Extreme weather Al-generated Societal and/or Cost-of-living crisls Cyberattacks
by I |On misinformation political polarization
i b el and disinformation
W~ v-j'_ . ¥y v
iT REPORT
Source

World Economic Forum Global Risks
Perception Survey 2023-2024.

FIGURE C | Global risks ranked by severity over the short and long term

“Please estimate the likely impact (severity) of the following risks over a 2-year and 10-year period."

Risk categories 2 years 10 years

I Economic IEM Misinformation and disinformation
I Environmental PICE Extreme weather events iti
I Geopolitical
. KEM Societal polarization I
| Societal
I Technological LA Cyber insecurity =
;L Interstate armed conflict R Misinformation and disinformation
(L Lack of economic opportunity GREN Adverse outcomes of Al technologies

ARl Extreme weather events

Critical change to Earth systems

SN Biodiversity loss and ecosystem collapse
Sl Natural resource shortages

2na

i

AV Poliution AR Pollution

Source

) cLedh'an‘ag"ld Zﬁri’ph,lﬁsﬁfénceGroup‘ a World Economic Forum Global Risks
“ { - Y, & Perception Survey 2023-2024.
e & e
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Construction

Digital transformation in construction refers to new By the numbers:

technology investments across construction job sites

and construction-based organizations. Examples * According to the
McKinsey and HBR

report, construction is

include building information modeling (BIM) systems,
construction management software, aerial drones,
automation, and more.

the second least
digitalized sector,
scoring an average of
.Average .Construction ]375 across SeC'tOI'S
(average: 3.025).

* The construction sector
is one of the least digital
industries, yet
employees 7% of the
world’'s working-age
population.

Noget veerre

og noget
construction sector can
b e d re ) result in productivity

gains of 15% and cost
reductions of 6%.
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